A smart grid is the result of the diverse changes occurring in the electric power systems operation, which are expected to increase in number and complexity. Such changes results in increased challenges for the monitoring and control of the power system including the parameters measurement, data communication, and components actuation. The present work makes an overview on the smart grid operation and communication issues and methods in the literature regarding digital signal processing. Special focus is given to the use of power line communication.
Introduction
An electric power system is a very complex set of active and passive elements aiming at generating electricity to satisfy the consumption needs according to the increasing reliability and continuous supply standards. The means needed to perform the delivery of electricity are also a very complex part of this system. A very large amount of parameters must be monitored and controlled in time frames close to real time for the system operation in good conditions. The operation of any electric power system requires adequate handling of electric parameters such as voltages, currents, frequency, etc. which largely increase with the implementation of Smart Grids (SG) [1] .
The implementation of SGs is related with the intensive use of distributed energy resources like distributed generation and demand response and with the operation of small parts of the electric grid as microgrids. Such SG implementations lead to a very large amount of data resulting from the monitoring and control of all the SG components [2] .
From Figure 1 , one can see the signals, technologies, and interactions related to SG paradigm. In fact, a SG accommodates a very wide range of changes that can include (not necessarily in a simultaneous way) distributed generation and demand response and the electrical grid itself. For that, the communication needed to handle the data resulting from the sensors and monitoring issues, which are more complicate in the context of using increasing power electronics. Such power electronics affects the power quality issues requiring a lower time step in the network data analysis, increasing the amount of data and processing skills requirements. Fig. 1 . Signals, technologies, and interactions [2] .
An idea on the diversity of electrical components and communication means associated to the current SG implementations can be obtained from Figure 2 .
The current reality of power systems operation, in the context of technologies development leads us to the increasing amount of data and to the need of handle and show such data. This is highly related to increasing need of converting analog electric signals to digital signals, covering the fields of electrical grid monitoring and control and also the electricity consumption metering. Adequate communication means in what concerns the speed of communication and the capability of send/receive the huge amount of data are required.
In this way, digital signal processing algorithms are important for the SG operation in what concerns power quality, voltage control, and so on. This makes also possible the use of computational intelligence and data mining algorithms for an improved operation of SGF components.
oped in order to address large-scale Broadband over Power Line (BPL) networks. Based on the Intel Universal Plug and Play platform, an already existing control protocol is used. Aiming the system scalability, the system security is ensured using a variation of the Rijndael algorithm. Rijndael algorithm is a symmetric cryptographic system, which usually requires less computing resources, being faster. It is also advantageous by its ability of recovering partially encrypted data. The boundaries of the protocol performance have been investigated.
The use of PLC is a good way of providing a reliable and economic means of transmitting data in electric power systems. The work presented in [5] contributes to the measurement and analysis of the PLC narrowband field, while presenting a real implementation in Turkey. It is an interesting analysis of the impact of the noise provided by some energy resources. In fact, since the PLC is based on passing higher frequency signals in electrical cables and some electronic components provide high frequency noise, some disturbances can occur. The results achieved indicated the solar inverter as the main noise source to the PLC based communications in electric cables. Adaptive filters designed to eliminate such noises are required for future work.
One of the existing approaches for the PLC communication use is the Discrete Multitone (DMT) modulation. The work presented in [6] proposes a new DMT approach which is based on a modified bit loading technique that is applied to the subcarriers. The implemented algorithm was proved to be faster in what concerns computation time when compared to the originally proposed incremental bit loading algorithm, presented in [7] .
Several developments being done in the digital signal measure, processing, and control hardware are being achieved. This allows the faster evolution on the development of models and algorithms. The work in [8] uses the commercial TMS320F28335, produced by Texas Instruments ™. Such component is used for the dynamic modeling of various components of a SG operating as an isolated system, making to study the transient responses of the system to changes in the load, ambient temperature, radiation, etc. In fact, this leads us to the emerging world of real time digital simulators [9] . In a SG environment, in which the simulation of system changes is required in a fast time slot, taking into account the complex amount of resources and variables is a challenging task. As another example of application of digital hardware, the ARM microcontroller STM32F103 was used in [10] for smart metering and actuation purposes in the SG context. Several digital signal processing algorithms are presented aiming the functioning of the smart meter with reduced computational resources.
The main parameter that can be used to determine the power system operation condition and stability is the frequency. In the scope of SGs, with an intensive use of variable sources and electronics based resources, an accurate estimation of the system frequency is essential. While traditionally its estimation has been done by using Discrete Fourier Transform (DFT), for example in Phasor Measurement Units (PMUs) [11] and frequency disturbance recorders, with success, some errors appear in singlephase signals.
The work presented in [12] proposes a DFT-based frequency estimation algorithm based on three digital filters. The developed approach made possible to reduce the error due to noise the leakage effect that are associated to the measurement of the frequency in single phase signals. The algorithm uses the magnitude ratios of DFT coefficients resulting on an enhancement of signal-to-noise ratios. The proposed algorithm used the eighth-order Chebyshev I [13] and the Butterworth digital bandpass filters.
The world of SG communications is integrated in the current communication means available for general purposes. It is easily recognized that one must give the deserved attention to the IP (Internet Protocol) communications. The Integrating Multiprotocol Label Switching (MPLS) and the Differentiated Services DiffServ algorithms are one of the most used approaches. These have been used together in [14] in order to provide a new IP quality of service algorithm for communication in SGs also guaranteeing a fast forward of packets. The congestion occurred at local node is avoided and the communication capability is enhanced.
Conclusions
The changes in the operation of the electric power systems are according quickly moving to the concept of smart grids. It is required adequate methods and tools to achieve the adequate acquision, communication, and management of the data necessary to the good operating and control of the power system. The present work made a presentation of issues, challenges, methods and approaches in the field of digital signal processing in SGs. It covered PLC communication, real time digital simulation, frequency estimation, and internet communications.
